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DPSK USING PMS INTEGRATION
Step 1 — Create a PMS Server
Step 2 — Activate the RWG FIAS Server
Generate PMS DPSKs
Step 3 — Create the Custom Data Set

Step 4 — Create the First Custom Data Key
Step 4a — Create the Second Custom Data Key
Step 5 — Check the Results and Restart the Interface
Step 6 — Check the DPSKs
Optional Step
Step 7 — Edit the RADIUS Realm

Test Results
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Changes in Revision 1

e Minor corrections.

« Added note about NAT using the private networks defined by RFC 1918.

Intended Audience

This document is a step-by-step guide on how to configure RWG solutions using DPSK.

The audience for this document is System Engineers who want to deploy the RUCKUS WAN Gateway (RWG) for
L2/L3 microsegmentation using regular VLANs configured in the ICX switches, SmartZone controllers and access
points. It is expected that the reader possesses a working knowledge on ICX switches and SmartZone, RADIUS,
routing, and security concepts.

For more information on how to configure RUCKUS products, please refer to the appropriate RUCKUS user guide
available on the RUCKUS support site at https://support.ruckuswireless.com/

The RWG documentation is embedded into the product.
You can access the embedded documentation at https://{your RWG IP address}/admin/manual/help online
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Introduction

RWG supports DPSKs for WLAN authorization in several ways. The DPSKs are associated to accounts created in
the RWG account database. They can be auto generated, or entered manually, and the clients that are
authorized clients can change their own DPSK if desired.

RWG can also be integrated with an external PMS, and DPSKs can be created automatically for the imported
accounts using mangling — for example, different combinations of a guest's last name and room number can be
used as the DPSK.

DPSK also supports microsegmentation. After authorization, the client device can be placed in a dedicated VLAN
and subnet, or in a shared subnet.

This guide will cover the step-by-step configuration of the following use cases:

» Clients using DPSK are associated to the same VLAN and subnet.
« Each client using DPSK are associated to a dedicated VLAN and subnet.

« PMS integration using DPSK mangling.
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Test Environment

Test Components

The following components were used for the examples and tests described in this document:
Virtual SmartZone High-Scale (sw version 6.1.0.0.935)

e VM running in an Intel NUC mini-PC, using only one interface.

« Besides the Staging Zone, only one zone is configured (named Solar System)

e One R550 is onboarded and online in zone Solar System (fw version 6.1.0.0.1595)
« No wlans are configured.

ICX 7150C12-POE (sw version 9.0.10d, routing code)

« Before adoption by RWG, the only configurations were:

« The interface vel was created.

« DHCP-client was enabled for virtual interfaces (using ip dhcp-client ve default)

e Aread-only SNMP community string was added (using snmp-community public ro)

RWG (build 14.065)

o Bare-metal installation in a Qotom 4-LAN mini-PC with 8GB RAM and 128GB SSD (Q190G4U-S02)
« Installed a non-wildcard SSL certificate from Let's Encrypt US

o The vSZ instance and the ICX switch are adopted and in sync.
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Test Topology

In this test topology, the Qotom mini server running RWG uses interface igh0 to connect to a Xfinity router. By

default, igh0 is pre-configured as a DHCP client, and igb3 is pre-configured as a DHCP server.

Note that this is a test scenario - igh0 is using a private IP address. In production networks, the server running

RWG is generally connected to an ISP that provides a public IP address directly to the igb0 interface.

igh3 comes pre-configured with the IP address 192.168.5.1/24. The ICX switch, the vSZ instance and the R500

received their IP addresses from the DHCP server configured at igb3 in RWG.
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Xfinity router
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=
10.0.0.1/24
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>
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)

virtual SmartZone
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FIGURE 1 — TEST TOPOLOGY

Verify that the vSZ Instance is Adopted and in Sync

Navigate to Network/Wireless and to check the status of the vSZ instance. It should be online and in sync. Scroll
down to see the discovered access point and zones. The access point should also be online.

WLAN Controllers

Location

a MName - Online Type Host Monitoring Config sync status WLANS e
O sz tuickis 168.5.249
e SmartZone
Access Points
[0  Name Online  Controller ‘I:Zﬂ\a Zone P MAC Clients  24GHz
o - ] Qi Q
Access Point Zones
a Name Contraller Access Points. AP Profiles
a
] gjing

SGHz

Model Version

State Uptime

Enable DFS channels

FIGURE 2 — SMARTZONE 1S ONLINE AND IN SYNC

Access Polnts

Lastseen

Monitoring

interval

Model Version

SGHz channel width
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Verify that the ICX Switch is Adopted and in Sync

Navigate to Network/Wired to check the status of the ICX switch. It should be online and in sync.

Switches

" ) Location N Pms Monitoring
] Name . Online Type Host Monitoring Config sync status Model Version Ports !
events rooms interval

O CX 7150 ®@ Ruckus 1921685242 @ 01/05/202 Stackable

FIGURE 3 —ICX IS ONLINE AND IN SYNC

For details on how to adopt devices, please refer to the document RUCKUS WAN Gateway - Adoption of
Devices.
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DPSK Using the Same VLANSs

Clients Using DPSKs Associates to the Same VLAN

In this solution, the wireless clients use a DPSK to authenticate and get associated to the same VLAN and subnet.
If several VLANSs are required, each VLAN needs one account group, one policy and one RADIUS Realm at RWG.

Each guest or tenant has an account with its own DPSK. This solution is useful for situations where we need to
define the VLANs in advance, and a group of users need to work in the same VLAN — maybe different

departments in an enterprise network.

This solution is harder to configure if many VLANSs are required — every VLAN needs an account group, policy,
and RADIUS realm.

LD Q0 G0

RADIUS Realm RADIUS Realm RADIUS Realm
VLAN 100 VLAN 150 VLAN 200

Policy VLAN 100 Policy VLAN 150 Policy VLAN 200

®o_0 o_0 e_0
s'a So%a ola
C ) ah )
VLAN 100 VLAN 150 VLAN 200
account group account group account group
@ accountz ® accountd @ account
i 0P  ors M 0P«
. account & . account & . account &
0Pk N 0Pk 0Pk
® accountz ® account e @ zccount
@ ors @ oFsk M Drsk

FIGURE 4 — EACH VLAN NEEDS A SEPARATE RADIUS REALM, POLICY, AND ACCOUNT GROUP
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COMMSCOPE

Step 1 - Create VLANs

Navigate to Network/LAN and click Create New in the VLAN Interfaces section. Enter the following information:

» Name: Enter a name for the VLAN.
« Physical Interface: Select the RWG's physical interface that is connected to the LAN side.

e VLAN IDs: Enter 100

o Autoincrement: Select none | single L2 | n tags = 1. Using that setting only one VLAN will be created.

Click Create to finish.

Create VLAN Interface
Name

Note

Parent (Hide)
Physical Interface
Service VLAN

Tags (Hide)
VLAN IDs

SIDs

Autoincrement
Ratio
MAC Override

Networks (Hide)

Addresses

Infrastructure (Hide)
Switch Port Profiles

WLANS
Conference Tool (Hide)

Conference options

[&CEICH Cancel

VLAN 100

ret interface

[none|sing|eL2|ntags:1

1

NOo opLioNs WLANS that utilize this VLAN for dynamic VLAN assignme

no options

FIGURE 5 — CREATE VLAN INTERFACE

Use the same procedure to create VLANs 150 and 200.
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Step 1a — Check the VLANs

The VLAN Interfaces section shows VLAN 100, 150 and 200.

VLAN Interfaces

O
O
O
O

3 Found

Name

VLAN 100

VLAN 150

VLAN 200

Physical Interface

gbs

gb5

FIGURE 6 — THREE NEW VLAN INTERFACES

Step 2 — Create IP Subnets

Parent VLAN IDs

igbs 100

igb5s 150

igh5 200

Autoincrement

Addresses

Navigate to Network/LAN and click Create New in the Network Addresses section. Enter the following

information:

« Name: Enter a name for the subnet.
« Ethernet: Do not select any physical interface. Use the option -select-

o VLAN: Select VLAN 100
o IP: Enter 100.0.0.1/24

o Autoincrement: Enter 1
e Span: Enter1

e Create DHCP Pool: Make sure to mark the checkbox.

Click Create to finish.

Create Network Address

Name

Not

Interface (Hide)

Addresses (Hide)

P
PvE PD Uplink
Autoincrement

Span

Provisioning (Hide)
Create DHCP Pool

P Group

Cancel

[ subret 100

[1000.0.1/24

- select- ~| Uplink which will provid

[1

[1

- Naone - B e e L G

FIGURE 7 — CREATE NETWORK ADDRESS

Use the same procedure to create subnets 150 and 200.
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RUCKUS

COMMSCOPE

Step 2a — Check the Network Addresses

The Network Addresses section shows subnet 100, 150 and 200. The VLAN Interfaces section now shows the
subnets in the Address column.

VLAN Interfaces

O Name Physical Interface Parent VLAN IDs Autoincrement Addresses
(] VLAN 100 ) igbs 100
O AT ' ighs 150
O VLAN 200 gt iabs 200
3 Found

Network Addresses

O Name Primary P Ethernet VLAN
O ament LAM

0 00.0.01/2:

O 5001

O ibnet 20C o 2

Found

FIGURE 8 — THREE NEW NETWORK ADDRESS

Step 2b — Check the DHCP Pools

Navigate to Services/DHCP to see the DHCP pools that were created along with the subnets.

DHCP Pools
O Name y Start IP End IP Network
O Management LAN 192168510 192168.5.254 Ethernetigbs
D subnet 100 100.0.0.2 100.0.0.254 VLAN "VLAN 100" (100)
D subnet 150 150.0.02 150.0.0.254 VLAN "VLAN 150" (150)
O subnet 200 200002 200.0.0.254 WLAN "WLAN 200" (200)
4 Found

FIGURE 9 — THREE NEw DHCP PooLs
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Step 3 — Enable NAT for the New Subnet

Navigate to Network/NAT, and click Edit on the entry for subnet 100. Enter the following information:

« Name: Change the name to NAT on "subnet 100"
o Uplinks: Mark the Uplink checkbox.

e Addresses: Make sure subnet 100 is selected.

Update NAT on "subnet 100"

Name [ AT on "suionet 100"

Note

WAN Translation (Hide)

Uplinks

Select All | None | Reset
B uplink
olink

IP Adjustments (optional) (Hide)

Start IP

Subnets (Hide)

Addresses

NO OPLiONS routed subnets to perform NAT f

e

to perform NAT through [none ta disable MAT for selected

Reverse NAT [not recommended) [ Cause traffic sent via selected Uplink to be NAT to the first P of

FIGURE 10 — ENABLE THE NAT ENTRY

Click Update to finish. Repeat the process for subnets 150 and 200.

Note: A NAT entry will not be created for the private subnets defined by RFC 1918 (10.0.0.0/8, 172.16.0.0/12
and 192.168.0.0/16). RWG will automatically enable NAT for those subnets, even without a NAT entry showing

in the NAT scaffold.

Step 3a — Check the NAT Configuration

The NATs section now shows subnets 100, 150 and 200 associated with the RWG uplink.

NATs
O Name a Uplinks Start IP
O NAT on "subnet 150" Jplink
D NAT on "subnet 100"
D NAT on "subnet 200" Ur
O NAT on subnet 19216850
4 Found

FIGURE 11 — THREE NEW NAT ENTRIES

End IP Addresses

ubnet 150
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Architecture Recap

When a wireless client associates to the WLAN configured with DPSK,
the access point sends an authorization request to the RADIUS server
running in RWG. The RADIUS server responds with a message that
contains the VLAN tag that will be used for the wireless client traffic
when that traffic is forwarded across the switch ports. The VLAN tag
will the determined by the RADIUS realms.

In our topology, the switch ports used to forward the traffic are 1/1/2
and 1/1/8. They need to be pre-configured as tagged interfaces with
the VLAN IDs defined in the RADIUS realms. No configuration is
required in the access point's ethernet interface, because by default,
all RUCKUS access points come with the ethernet interface already
configured as tagged ports for all VLAN IDs.

(IRwWG
0 o
igb5
All VLAN IDs in
the vlan range
1/1/2
= P
1/1/8
All VLAN IDs in
the vlan range
Nt
D
S

FIGURE 12 — VLANS WITH TAGGED INTERFACES

Step 4 — Configure the Switch Port Profile

Navigate to Network/Wired and click Create New in the Switch Port Profiles section. Enter the following

information:

e Name: Enter VLAN 100, 150 and 200
o Ports: Select ports 1/1/2 and 1/1/8
« Tagged VLANSs: Select VLANs 100, 150 and 200.

Create Switch Port Profile

Name. VLAN 100, 150 and 200

Provisioning (Hide)
Detault 0 ascig

Port Configuration (Hide)

RADILS none ~

Shortest Path Bridging (802.1aq) (Hide)
L]
Advanced (Show)

Create [Res0ted]

FIGURE 13 — CREATE SWITCH PORT PROFILE

Click Create to finish.
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RUCKUS

COMMSCOPE

Step 4a — Check the Results

VLANSs 100, 150 and 200 using tagged ports 1/1/2 and 1/1/8 are created in the ICX switch, and a new entry
shows in the section Switch Port Profiles.

SSHRICX 7150-B(config)i#sh ru vlan

vlan 1 name DEFAULT-VLAN by port
1

vlan 100 by port
Switch Port Profiles tagged ethe 1/1/2 ethe 1/1/8

Name Default Ports Tagged VLAN(s) !
5 s vlan 150 by port

tagged ethe 1/1/2 ethe 1/1/8
1

vlan 200 by port

tagged ethe 1/1/2 ethe 1/1/8
1

vlan 999 name Auth-Default by port
1

FIGURE 14 — THREE VLANS CREATED IN THE ICX SWITCH

Step 5 — Create the Policies

The policies will tie together the account groups and the RADIUS realms at RWG. Click Policies at the top menu,
scroll down and click Create New in the Policies section. Enter the following information:

» Name: Enter VLAN 100 Policy
« Bandwidth Queues: Check 100%
« Subnets Filter: Select Block Subnets.

Create Policy Log Hits Triggers. All | None | Reset
" er DDOS Prevention
Name | VLAN 100 Folicy
Default L] Application Filters Select All | None | Reset
(D webserver DDoS Abusers Block All
Vote
Application Forwards no options
Subnets Filter Block Subnets
Enforcement (Hide) .
Radius servers no options
Portal -select- v
WLAN -select- v WLAN to use for connec
- select- v
- select- Groups (Hide)
- select- v no options
- select - Select All | None | Reset
- select- [Jvsz-Essentials [JvSZ-mm
no options Groups no options

Credential Groups no options

t All | None | Reset
RADILS Groups no options
no aptions :
1 LDAP Groups no options
no options

no options = =
no options. Cancel
FIGURE 15 — CREATE PoLicy

Click Create to finish.

Repeat the process to create the policies for VLAN 150 and 200.
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gy RUCKUS

COMMSCOPE

Step 6 — Create the Account Groups

Navigate to Identities/Groups, then click Create New under the Account Groups section. Enter the following
information:

« Name: Enter a name for the account group

» Policy: Select VLAN 100 Policy

« Disable enhanced PSK Security: Mark the Don't validate checkbox. This way we can create DPSKs that are like
each other.

Create Account Group

Name VLAN 100 Account Group

Description

Priority 4 ~ default selection (4) recommended

Disable enhanced PSK Security |-J\1'I t validate PSK strength or similarity to other Acc
Psk character set Hexadecimal [A-F, 0-9]

Psk length 16

Policy [ VLAN 100 Policy 1

Usage Plans Select All | None | Reset

Oeasic Plan
Note
2

[el=F\= Cancel

FIGURE 16 — CREATE ACCOUNT GROUP

Click Create to finish.

Repeat the process to create the account groups for VLANs 150 and 200.

Step 6a — Check the Account Groups

The section Account Groups shows three new account groups.

Account Groups i Columns
O Name Priority Disable enhanced PSK Security Psk character set Psk length Policy
] VLAN 100 Account Group 4 Hexadecimal [A-F, 0-9] ] VLAN 100 F
] VLAN 150 Aceount Group 4 Hexadecimal [A-F, 0-9] 16 /LAN 1S
a WLAN 200 Account Croup 4 Hexadecimal [A-F, 0-9] 6 VLAMN 20C
3 Found

FIGURE 17 — THREE NEW ACCOUNT GROUPS
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Step 6b — Check the Policies

Click Policies at the top menu. The policies for VLAN 100, 150 and 200 will show. Make sure the associations
between the account groups, policies and enforcement rules are correct.

vSZ-249 -
5 c

P GROUP

ICX7150-8

Webserver DDoS Abusers .,

IP GROUP

0
S Webserver DDoS Abusers

Webserver DDoS Abusers Block All
APPLICATION FILTER
Webserver DDoS Prevention
300 hits

— 16 minutes

LOG HITS TRIGGER

DEFf‘ULT o Cache
DEFAULT GROUP
WEB CACHE
VLAN 100 Account Grou 100%.
4 Po E— VLAN 100 Policy 100 % |
ACCOUNT GROUP <_ per Device

VLAN 150 Account Group ,

ACCOUNT GROUP

ACCOUNT GROUP

WVLAN 200 Policy
VLAN 200 Ag:cuunl Group o— -

BANDWIDTH QUEUE

Block Subnets

SUBNET FILTER

FIGURE 18 — POLICY ASSOCIATIONS

Step 7 — Create RADIUS Realms

Navigate to Services/RADIUS and click Create New in the section RADIUS Server Realms. Enter the following

information:

Name: Enter a name for the realm.

Rank: Select 0

Pattern logic must succeed.
Policies: Select VLAN 100 Policy
Priority: Select 0

Logic: Select OR

WLAN we will create later.

Real admission logic: Select Policy OR Attribute

Attribute: Select Called-Station-Id (BSSID/SSID)
Pattern: Enter dpsk. That will be the SSID for the

Create RADIUS Server Realm

Name

|Reaim VLAN 100 |

Note

N

Request Matching (Hide)

Rank

[ Policy OR Attribute Pattem logic must sucoeed ] 166 10 e

Realm admission logic

Policies Select All | None

[ it lie

NO OPLIONS Use this reatm for Accounting f pecified CALEA Option

CALEA Options

Attribute Patterns (Hide)

Priority Logic  Attribute Pattern

E [or [ catled-station-1d @ssiissiD) Y apsk

Create Another RADIUS Attribute Pattern

FIGURE 19 — CREATE RADIUS SERVER REALM
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Scroll down to continue. Enter the following information:

» Sharing: Select per-Account
» VLANSs: Check VLAN 100

» Reuse: Check reuse VLAN tag assignments when necessary
o VLANSs/Called-Station: Check unlimited.

« Infrastructure Devices: Check vSZ-249 (the name of your SmartZone controller)

« Inserted Attributes: Check the following attributes:

e Tunnel-Type:VLAN
e Tunnel-Medium-Type-IEEE-802

e Tunnel-Private-Group-ld:%vlan_tag_assignment.tag%

¢ Ruckus-DPSK:%account.pre_shared_key%

Dynamic VLANSs (Hide)

Sharing

Proxy Servers (Show)
Behavior (Hide)

nserted Attributes

Abways deny

Accounting (Show)

el

@

Select All | None | Resat
N Tunnel-Mediurm-Type

TeEE 0] G annet Prate-Croup dSiian tag_sgrmentia:

FIGURE 20 — CREATE RADIUS SERVER REALM (CONT’D)

Click Create to finish. Repeat the process to create RADIUS realms for VLANs 150 and 200.

Step 7a — Check the New RADIUS Server Realms

The RADIUS Server Realms section shows three new realms:

RADIUS Server Realms

[ Name Rank  Policies

CALEA
Options

RADIUS
Servers

Infrastructure
Devices

Attribute Patterns Sharing VLANS

FIGURE 21 — THREE NEW RADIUS SERVER REALMS
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Step 8 — Create the DPSK WLAN

Navigate to Network/Wireless, then click New in the WLANSs section. Enter the following information:
» Name: Enter dpsk

» Access point zone: Select the zone where the WLAN will be created. Here, we used Enceladus.

o Controller: Select the SmartZone controller where the WLAN will be created.

« AP Profiles: Select the AP profile for the zone.

« SSID: Enter dpsk.

« Encryption: Select WPA2

» Authentication: Select Multiple PSK

» VLANSs: Check VLAN 100, VLAN 200 and VLAN 150

Create WLAN
Name dpsk I
Access point zone Enceladus vI
Note
&
Provisioning (Hide)
Controller
AP Profiles o hlope lDeset
P default [Enceladlus
Policies
WLAN Configuration (Hide)
ssID Idpsk I
Encryption WPA2 v
Authentication I Multiple PSK Vl
Pre-shared Key
Default VLAN 1 VLA
Tunnel G tunnel WLAN traffic to the controller instead of locally bridging (tunne
Enabled fz24cHz  [E@5GHz enable this WLAN on the 2.4GHz and/or 5GHz radic
OFDM Only ﬂ prevents 802.11b clients from connecting to the WLAN
RADIUS Realm Serve Local RADIUS server ~/| configure RADIUS server to be used for authg
Dynamic VLANs (Hide)
VLANS Select QUL Nane | Dasat
|VLAN 100 Evian 200 EJVLAN 150
VLANS to be assigned when RADIUS access requests include this WLAN
RADIUS Accounting () receive RADIUS Accounting packets from the Al
. Create | Cancel

FIGURE 22 — CREATE WLAN
Click Create to finish.

19 Deployment Guide © 2023 CommScope Inc. All rights reserved.



Step 8a — Check the WLAN

The section WLANs shows the new WLAN.

WLANSs # Import WLANs | Columns (J Refresh
a Name - Controller AP Profiles Access point zone SSID Encryption Authentication Default VLAN Tunnel VLANs
] dpsk VSZ-249 Jefault [E us| sdus dpsk WPAZ Multiple PSK 1 VLAN 1

1 Found

FIGURE 23 — CREATE WLAN

Step 9 — Create Accounts in RWG

Using the table below, create six accounts, including the DPSK, distributed among the three account groups:

Account Account Group DSPK

userl | VLAN 100 Account Group userl-12345678
user2 | VLAN 100 Account Group user2-12345678
user3 - VLAN 150 Account Group . user3-12345678
userd4 . VLAN 150 Account Group user4-12345678
users - VLAN 200 Account Group . user5-12345678
useré - VLAN 200 Account Group - user6-12345678

FIGURE 24 — CREATE SIX ACCOUNTS

Navigate to Identities/Accounts and click Create New in the Accounts section. Enter the following information:

« Login: Enter userl .
Account (Hide)
+ Password and Confirmation: Enter the password in the - }"f” ]l[w
two fields. R [oser ] [ore
Email |useri@testoom ] vslidated
o First and Last name: Enter a first and last name. s abve e s 1
« Email: Enter an email for the account
e Group: Select VLAN 100 Account Group
o Time: Enter 15 :”"Q‘S(::”
« Download quota: Check unlimited. ll::mmmﬁ"”” I
« Upload quota: Check unlimited.
» Expiration: Check never
Billing (Show)

FIGURE 25 — CREATE ACCOUNT

Scroll down to continue.
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Enter the following information:

» Automatic login: Check automatically login devices at this account
» Max devices: Enter 3

o Pre-Shared Key: Enter user1-12345678 (use the DPSKs in the table in the last page)

Sessions (Hide)

LI elfel|e

(AN < |

useri-12345678 [ e

Devices (Hide)

Name MAC Active Party

Create Another Device

caneel

FIGURE 26 — CREATE ACCOUNT (CONT’D)

Click Create to finish. Repeat the process to create the other five accounts.

Step 9a — Check the New Accounts

The section Accounts shows the six new accounts.

[Accounts

O  Legin Group Time Quota Expiration Plan Balance  Bil Devices

FIGURE 27 — SIXx NEW ACCOUNTS
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Test Results

In the example, we used a MacBook with account user4 to connect. Notice that the DPSK for user4 was entered

in the Password field.

= Wi-Fi
The Wi-Fi network "dpsk" requires a Wi-Fi TCPIP DNS  WINS 8021X  Proxies Hardware
‘A % weaz password.

4 You can also access this Wi-Fi network by sharing the Canfigure IPvd:  Using DHCP
password from a nearby iPhone, iPad, or Mac which has .
connected to this network and has you in their contacts. IPv4 Address: 150.0.0.3 Renew DHCP Lease
Subnet Mask: 255.265.255.0 DHCP Client ID:
- T
Password: |userd-12345678 Router: 150.0.0.1 (1f requirad)
Show password
Remember this network Configure IPv6:  Automatically
Router:
IPvG Address:
?
J Cancel il Prefix Length:

FIGURE 28 — USER4 IS CONNECTED

As expected, it got associated to VLAN 150 and received an IP address from the DHCP scope 150.0.0.2 -

150.0.0.254.

In the diagram below we see six different devices connected using one account each. As expected, they are

using VLAN 100, VLAN 150 and VLAN 200 and their corresponding IP subnets.

Z¥Flush]

DHCP Leases
a Issued P MAC Vendor Hostname Expires Network: Pool Fixed Host. Ethernet VLAN

Z11. 2 1 Q 1000 Q 1153241 2, i lar
O 1 1 Qi Q L lar
O oznzizoz P Qisonoz Q422
O { | Qs Q J 1
O 21 Q, 20 =} 1 far
O ( Mo Q20 a ]

FIGURE 29 — SiIx DEVICES CONNECTED, TWO IN EACH VLAN

Enter the client IP address and click Search at the top right menu to see details and the policy for the
authenticated client.

Systemn Metwork Services Identities Policies gilling Archives Instruments
>

Webserver DDoS Prevention
) 300 hits

- 15 minutes
§ Webserver DDoS Abusers ’/' - LOG HITS r:ussm
e
Cache
weB cacHE

DEFAULT
oEFAULT ¢ Black Subnets
SUBNET FILTER

VLAN 100 Account Group , 1&9’?

per Devl

. evice
ACCOUNT GROUP BANDWIDTH QUEUE

FIGURE 30 — USING THE SEARCH TooOL
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DPSK Using a VLAN Pool

Clients Using DPSKs Are Assigned to Dedicated VLANs

In this solution, the wireless clients use a DPSK to authenticate and each of them gets associated to a different,
dedicated VLAN and subnet. The VLANs comes from a single VLAN pool.

This use case requires only RADIUS realm, one policy and one account group. This solution is easier to configure

.y

RADIUS Realm
VLAN Pool

Policy VLAN Pool

than the previous one.

S%a
fi =)
VLAN Pool
account group

@® account
@ 0PsK
. account &
- DPSK
. account &
- DPSK

FIGURE 31 — ONE RADIUS REALM, ONE PoLicy, ONE ACCOUNT GROUP AND ONE VLAN PooL

23 Deployment Guide © 2023 CommScope Inc. All rights reserved.



gy RUCKUS

COMMSCOPE

Step 1 — Create the VLAN Pool

Navigate to Network/LAN and click Create New in the VLAN Interfaces section. Enter the following information:

« Name: Enter a name for the VLAN. Here we used VLAN Pool
» Physical Interface: Select the RWG's physical interface that is connected to the LAN side.
* VLAN IDs: Enter 300

< Autoincrement: Select per-subnet | auto-increment L2 w/L3 | n tags = (subnets/ratio). Using this option
RWG will create a VLAN range starting at the VLAN ID defined above.

o Ratio: Enter 1

Create VLAN Interface

Name [VLAN Pool [

Note

Parent (Hide)

Physical Interface parent physical Ethernet interface

Service VLAN -select-  v| Q-in-Q parent VLAN interface

Tags (Hide)

VLAN IDs |300 ln st 80210 VID

I-SIDs first SPBM I-SID ass
Autoincrement Iper—subnet | auto-increment L2 w/ L3 | n tags = (subnets / ratio) v
MAC Override base MAC used for

Networks (Hide)

Addresses sdelresses assig
Infrastructure (Hide)
Switch Port Profiles

WLANS Select All | None | Reset

Odpsk

WLANSs that utilize this VLAN for dynamic VLAN assignments

Conference Tool (Hide)

Conference options no options

[el=c1=M Cancel

FIGURE 32 — CREATE VLAN INTERFACE

Click Create to finish.
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Step 1a — Check the VLANSs

The VLAN Interfaces section shows the new VLAN.

VLAN Interfaces &G
a Name 2 Physical Interface N Parent VLAN IDs Autoincrement Addresses Switch Port Profiles
d VLAN 100 gbs igbs 00 subnet 100 AN 100, 150 and 200
@] VLAN 150 JbS igbs 150 subnet 1¢ /LAN 100,150 and 200
a VLAN 200 165 igbs 200 subnet 201 /LAN 100,150 a
a WVLAN Pool gb5 igh5 300 1 tags per-subnet

4 Found

FIGURE 33 — THE VLAN PooL Is CREATED
Step 2 — Create the IP Subnets

Navigate to Network/LAN and click Create New in the Network Addresses section. Enter the following
information:

« Name: Enter a name for the subnet. Here we used subnet 30.0.

« Ethernet: Do not select any physical interface. Use the option -select-

o VLAN: Select VLAN Pool

o IP: Enter 30.0.0.1/30

« Autoincrement: Enter 64. RWG will create 64 subnets starting at the address defined above.

e Span: Enter 1

« Create DHCP Pool: Make sure to mark the checkbox.

Create Network Address

Name | subnet 30.0

Note

v
Interface (Hide)
Ethernet -select - v|interface to configure address(es) witt
OpenVPN -gelect- v, OpenVPN server ta assign address(es) witl
Addresses (Hide)
e () primary and first configured subriet on the interface/VLAN
® (3000130 |
IPvE PD Uplink -select - | Uplink which will pravide the 1Pvé Brefix Delegation(PO]
Autoincrement I64 I
Span [1 ]
Provisioning (Hide)
Create DHCP Pool HI‘I'I'-H-‘ configure a DHCP poal for entire subnet(s)
1P Group -None - ~| assign this network to an P Groug

Cance‘

FIGURE 34 — CREATE NETWORK ADDRESS

e Click Create to finish.
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Step 2a — Check the Network Addresses

The Network Addresses section now shows subnet 30.0. The VLAN Interfaces section now shows the range of
VLANSs in pool in the VLAN IDs column.

VLAN Interfaces

& Columns

O Name : Physical Interface Parent VLAN IDs Autoincrement Addresses Switch Port Profiles
(] VLAN 100 igbs igbs 100 AN 1C
(] VLAN 150 igbs igbs 15 AN 100, 15¢
O VLAN 200 igbs ot 200 .
O VLAN Pool igbs gt 1tags per-subnet

4 Found

Network Addresses £"Send GARP 8 Colurmns
O Name a Primary P Ethernet VLAN
D Management LAN 192168 2
O subnet 100 1000.01/2:
(] subnet 150 150.00.1/24
O bnet 20(
O 30,001 53/30 |

5 Found

FIGURE 35 —=VLAN PooL AND SUBNET 30.0 ARE ASSOCIATED
Step 2b — Check the DHCP Pools
Navigate to Services/DHCP to see the new DHCP pool for subnet 30.0.

DHCP Pools
O Name A Start IP End IP Network
D Management LAN 192168510 192.168.5.254 Ethernet igb5
)] subnet 100 100.0.02 100.0.0.254 VLAN "VLAN 100" (100)
O subnet 150 150.0.02 150.0.0.254 VLAN "VLAN 150" (150)
O subnet 200 200.00.2 200.0.0.254 WLAN "VLAN 200" (200)
O subnet 30.0 30002 30.0.0.254 VLAN "VLAN Pool" (300 - 363)

5 Found

FIGURE 36 — DHCP PooL FOR SUBNET 30.0
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Step 3 — Enable NAT for the New Subnet

Navigate to Network/NAT, and click Edit on the entry for subnet 30.0. Enter the following information:

« Name: Change the name to NAT on "subnet 30.0"
o Uplinks: Mark the Uplink checkbox.

« Addresses: Make sure subnet 30.0 is selected.

Update Disable NAT on "subnet 30.0"
Name [ NAT on “subnet 30.0"

Note

&
WAN Translation (Hide)
Uplinks Select All | None | Reset
ipl ! t MAT f lect
Reverse NAT (not recommended) C Cause traffic sent via selected Uplink to be NAT'd to the first |P of the selected Addre:
IP Adjustments (optional) (Hide)
Start IP first WAN IPta I
End IP last WAN IPto
Static port ([0 retain packet source port - 'cone” instead of "symmetric NAT' (net recommended

Subnets (Hide)

Addresses

OIS NO OPtiONS routed subnets to perform NAT far

FIGURE 37 — ENABLE NAT FOR SUBNET 30.0

Click Update to finish.

Step 3a — Check the NAT Configuration

The NATs section now shows the new subnet associated with the RWG uplink.

NATs 2 Columns
O Name Uplinks Reverse NAT (not recommended) Start IP End IP Static port Addresses
O 2 18t 30
O A 'subnet 100
] subnet 150
a T r

FIGURE 38 — NAT IS ENABLED FOR SUBNET 30.0

Note: A NAT entry will not be created for the private subnets defined by RFC 1918 (10.0.0.0/8, 172.16.0.0/12
and 192.168.0.0/16). RWG will automatically enable NAT for those subnets, even without a NAT entry showing
in the NAT scaffold.

/R
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Architecture Recap

When a wireless client associates to the WLAN, the access point sends an authorization request to the RADIUS
server running in RWG. The RADIUS server responds with a message that contains the VLAN tag that will be used
for the wireless client traffic, when that traffic is forwarded across the switch ports. The VLAN tag will the
chosen from the vlan pool configured at the RADIUS realm.

In our topology, the switch ports used to forward the traffic are 1/1/2 and 1/1/8. They need to be pre-
configured as tagged interfaces with all VLAN IDs defined in the vlan pool that will be used in the RADIUS realm.

No configuration is required in the access point's ethernet interface, because by default, all RUCKUS access
points come with the ethernet interface already configured as tagged ports for all VLAN IDs.

(1|RwG"

All VLAN IDs in
the vlan range

1/1/2

—

1/1/8
All VLAN IDs in
the vlan range

Lo
Ve
p N—

FIGURE 39 — VLANS WITH TAGGED INTERFACES IN THE ICX SWITCH
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Step 4 — Create the Switch Port Profile

Navigate to Network/Wired and click Create New in the Switch Port Profiles section. Enter the following

information:

« Name: Enter VLAN Pool
o Ports: Select ports 1/1/2 and 1/1/8
« Tagged VLANs: Select VLAN Pool

Create Switch Port Profile

Name IVLAN Pool I

Note

Provisioning (Hide)

Default [ assign this profile to any newly img

Move ports [ assign ports currently assigned to a different default profile to this profile upon save

Ports X 1cxX750-B:
X 1cx7s0-B:

Media converters

Port Configuration (Hide)

Untagged VLAN

Shutdown [J

Tagged VLAN(s)

Routed VLANS

RADIUS none 1

Shortest Path Bridging (802.1aq) (Hide)

Native I-5I1D
NNI Port D

Advanced (Show)

FIGURE 40 — CREATE SWITCH PORT PROFILE
Click Create to finish.

Note: If you want to maintain the ICX VLANs created in the previous use case, add VLAN 100, 150 and 200 to

Tagged VLANSs, otherwise they will be replaced by the VLANs in the VLAN pool.
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Step 4a — Check the Results

The VLANs 300 to 363 using tagged ports 1/1/2 and 1/1/8 are created in the ICX switch, and a new entry shows
in the section Switch Port Profiles.

SSHRICX 7150-B#sh ru vlan

vlan 1 name DEFAULT-VLAN by port
1

vlan 300 by port

tagged ethe 1/1/2 ethe 1/1/8

1

vlan 301 by port
Switch Port Profiles 'tagged ethe 1/1/2 ethe 1/1/8

= Medi
] Name Default  Ports = RADIUS  Tagged VLAN(S)
converters

vlan 302 by port
tagged ethe 1/1/2 ethe 1/1/8
1

) ; i vlan 303 by port
tagged ethe 1/1/2 ethe 1/1/8
!

vlan 304 by port
tagged ethe 1/1/2 ethe 1/1/8
1

vlan 305 by port
tagged ethe 1/1/2 ethe 1/1/8
1

vlan 306 by port
tagged ethe 1/1/2 ethe 1/1/8

... etc.
FIGURE 41 — NEW SWITCH PORT PROFILE AND VLANS IN THE ICX SWITCH
Step 5 — Create the Policy

Click Policies at the top menu, scroll down and click Create New in the Policies section. Enter the following
information:

» Name: Enter VLAN Pool Policy
« Bandwidth Queues: Mark the checkbox 100%
o Subnets Filter: Select Block Subnets

Create Policy Log Hits Triggers
Name [ VLN Pool Polcy
G n Application Filters Select All | Non
[Owebserver DI s i

New

Application Forwards no options

7] Subnets Filter Block Subnets |

Enforcement (Hide)

Radius servers Select All | None | Reset
et [Drealm VLAN 100 [JRealm
select- ~

WLAN -select- v WiLAN to U
select - ~

- salect- v Groups (Show)
-salect- v

cancel
-select- ~
no options

All | Mone | Reset

ections Triggers no options
no options.

no options

e Trigger no options

FIGURE 42 — CREATE PoLIcY

Click Create to finish.
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Step 6 — Create the Account Group

Navigate to Identities/Groups, then click Create New under the Account Groups section. Enter the following

information:

« Name: Enter a name for the account group.

» Policy: Select VLAN Pool Policy

« Disable enhanced PSK Security: Mark the Don't validate checkbox. That way we can create DPSKs that are

like each other.

Click Create to finish.

Create Account Group

Name

Description

Priority

Disable enhanced PSK Security
Psk character set

Psk length

Policy

Usage Plans

Note

[ VLAN Pool

4 | default selection (4) recommended
Don't validate ' PSK strength or similarity to other Ac
Hexadecimal [A-F, 0-9]

16

{ VLAN Pool Policy i

Select All | None | Reset
[Deasic Plan

FIGURE 43 — CREATE ACCOUNT GROUP

Step 6a — Check the Account Groups

VLAN Pool now shows in the account groups list.

Account Groups = Columns
0O Name Priority Disable enhanced PSK Security Psk character set Psk length Policy
O VLAN Pool Hexadecimal [A-F, 0-9] 16 VLA
O VLAN 100 Account Group 4 xadecimal [A-F, 0-9) 16 VLAD
D VLAN 150 count Group decimal [A-F, 0-9] 16 VAN 150 F
0 VLAN 200 Account Group 4 exadecimal [A-F, 0-9) 16 !

4 Found

FIGURE 44 — NEW ACCOUNT GROUP
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Step 6b — Check the Policies

Click Policies at the top menu. The VLAN Pool Policy now shows in the policies panel.

Network Services Identities _ Billing Archives
vSZ-249 vSZ-249
IP GROUP

ICX7150-B ICX 7150-B
X P GROUP
S { Webserver DDoS Abusers Block All
Webserver DDoS Abusers e EE— Webserver DDoS Abusers APPLICATION FILTER
2

policy_graph

IP GROUP
Webserver DDoS Prevention
300 hits
15 minutes
LOG HITS TRIGGER
DEFAULT
0
DEFAULT GROUP
Default
\ WEB CACHE

VLAN Pool o—
4

ACCOUNT GROUP
100%.
100 %
per Dévice
BANDWIDTH QUEUE

(C_ VLAN Pool Policy

VLAN 100 Policy

VLAN 100 Account Group o
4
ACCOUNT GROUP

Block Subnets

VLAN 150 Policy

VLAN 200 Policy

SUBNET FILTER

VLAN 150 Account Group
4

ACCOUNT GROUP

VLAN 200 Account Group
4

ACCOUNT GROUP

FIGURE 45 — THE VLAN PooL PolLicy
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Step 7 — Create the RADIUS Realm

Navigate to Services/RADIUS and click Create New under RADIUS Server Realms. Enter the following
information:

» Name: Enter a name for the realm. Here we entered Realm VLAN Pool.

» Rank: Select 0

« Real admission logic: Select Policy OR Attribute Pattern logic must succeed.

» Policies: Select VLAN Pool Policy

e Priority: Select 0

o Logic: Select OR

o Attribute: Select Called-Station-Id (BSSID/SSID)

« Pattern: Enter vlan-pool. That will be the SSID for the WLAN we will create later.

Create RADIUS Server Realm

Name | Reaim VLAN Pool

Note

v
Request Matching (Hide)

Rank prioritize higher rank over group and attribute pattern precedence when matching

Realm admission logic [ Policy OR Attribute Pattem logic must succeed | loaic to use when determining whether a rec
Policies Select All | None | Reset |
[(Jpefault (JICcx 7150-8 [JVLAN 100 Policy [JVLAN 150 Policy [_JVLAN 200 Donc_.l 4 VLAN Poal Policy
Account, MAC, and IP groups that may match this realm
CALEA Options no Opticms Use this realm for Accounting for the specified CALEA Options

Attribute Patterns (Hide)

attributes to authenticate when matched

Priority Logic  Attribute Pattern WLAN Note

| 0 VJ I OR vIICaIIecI-Station—ld (BSSID/SSID) V”V|aﬁ-p00| I -select - v

Create Another RADIUS Attribute Pattern

FIGURE 46 — CREATE RADIUS SERVER REALM

Scroll down to continue.
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Enter the following information:

Sharing: Select per-Account

* VLANs: Check VLAN Pool

« Reuse: Check reuse VLAN tag assignments when necessary

o VLANs/Called-Station: Check unlimited.

« Infrastructure Devices: Check vSZ-249 (the name of your SmartZone controller)
< Inserted Attributes: Mark the checkbox for the following attributes:

e Tunnel-Type:VLAN

¢ Tunnel-Medium-Type-IEEE-802

e Tunnel-Private-Group-ld:%vlan_tag_assignment.tag%

¢ Ruckus-DPSK:%account.pre_shared_key%

Dynamic VLANs (Hide)

Sharing per-Account w VLANS are ed between end-user
VLANs Select All | None | Reset

Ovianioo (Jvian 150 (JVLAN zn(

dynamic VLA available for assignment

Reuse euse VLAN tag assignments when ne« ‘,\,l
nherit static D w VLAN tag assignments inherit the stat sittribute of an existing shared VLAN
Timeout 60 minutes v imount of time a VLAN
Expire at logout U nmediately flush a VLAN tag assignr t at logout
VLANSs / Called-Station ‘rn aximum number of *u
Infrastructure Devices Select All | Rec

Oicx71so0 \-1

Proxy Servers (Show)

Behavior (Hide)
Inserted Attributes Select All | None | Reset
T Anne\rT'_,';‘vo\/l,Ar\lTm.-"e\—rvh}mmn—‘yne \[EEE’IOI‘ 4 Tunnel-Private-Group-Id:%vlan_tag_assignment tm’
DL,H:P AVpairpsk=%account.pre_shared ko-«,‘l l(,‘rkns DPSK:%account.pre_shared L\-:‘\"I
ributes t clud n Access-Accept or proxied Access-Request or Accounting-Request dey hng
Always deny (3 deny all requests to this realr

Accounting (Show)

-

[Create Cancel

|

FIGURE 47 — CREATE RADIUS SERVER REALM (CONT’D)

Click Create to finish.
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Step 7a — Check the New RADIUS Realms

The section RADIUS Server Realms shows the new realm.

RADIUS Server Realms
o CALEA i . Infrastructure
O Name Pt Rank Policies i Attribute Patterns Sharing VLANs i
Options Devices
O Realm VLAN 0 Called-Station-Id per- VSZ-249
Pool vlan-pool Account Poo
O Realm VLAN 0 LAN ~alled-St per- VLAN VSZ-249
100 Policy dpsk Account 100
O Realm VLAN 0 VLAN 150 “alled-Station-Id per- VLAN VSZ-249
150 Policy dpsk Account 50
D Realm VLAN 0 VLAN 200 Called-Station-ld per- SZ-249
200 Policy dpsk Account
4 Found
FIGURE 48 —REALM VLAN PooL IS CREATED
Step 8 — Create the WLAN
Create WLAN
Enter the following information: e vian-pool
Access point 2one Enceladus V|
* Name: Enter vlan-pool Note
« Access point zone: Select the zone where the WLAN will be )
created. Provisioning (Hide)
« Controller: Select the SmartZone controller where the cometer
. AP Profiles < + bl
WLAN will be created.
« AP Profiles: Select the AP profile for the zone. s
o SSID: Enter Vlan'pOOI. WLAN Configuration (Hide)
. SsiD vian-pool
« Encryption: Select WPA2 [
L . Encryption WPA2 -
» Authentication: Select Multiple PSK ettt Wuliple PSK 7
e VLANSs: Check VLAN Pool T
Default VLAN 1
Click Create to finish. Tunne Ot to the control '
Enabled Pdz24cHz  PPSGHz enable this WLAN or 4CHz andfor SGHz 4
OFDM Only [ prevents 8021b clients from connecting to the WLAN
RADIUS Realm Serve Local RADIUS server v canfiause BADILS server 1o be
Dynamic VLANs (Hide)
e I :\ \~l I\‘::J:‘ I:I'j.ll DN: Owian1sq (JviLaN 200
LANs to k d when RADIUS ac ts LA
RADIUS Accounting O receive R
Cancel

FIGURE 49 — CREATE WLAN
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Step 8a — Check the New WLAN

The section WLANs shows the new WLAN.

4 Columns L, Refresh

WLANs # Import WLANs
O Name Controller AP Profiles Access point zone SSID Encryption Authentication Default VLAN Tunnel VLANS
O vlan-pool VSZ-249 fefault [Enceladu nriceladus vian-pool Multiple PSK 1 VLAN |
O dpsk jefault [Enceladu: nceladu; dpsk Multiple PSK 1 VLAN 100, VLAN 200, VLAN 1

FIGURE 50 — WLAN VLAN-PooOL IS CREATED

Step 9 — Create the Accounts

Using this table, create two accounts, including the DPSK, in the same account group:

Account Account Group
VLAN Pool Account Group

user7

user7-12345678

user8

VLAN Pool Account Group

user8-12345678

FIGURE 51 — ACCOUNTS IN THE SAME ACCOUNT GROUP

Navigate to Identities/Accounts and click Create New in the Accounts section. Enter the following information:

o Login: Enter user?7

« Password and Confirmation: Enter the
password in the two fields.

« First and Last name: Enter the first and
last name.

« Email: Enter an email for the account
« Group: Select VLAN Pool

» Time: Enter 15

» Download quota: Check unlimited.

« Upload quota: Check unlimited.

» Expiration: Check never

Scroll down to continue.

Create Account
Account (Hide)

Login

Password and Confirm

First and Last name
Email

Status

let hubs

Iat groups

Note

Address (Show)
Provision (Hide)
Group
Time
Download quota
Upload quota

Expiration

Billing (Show)

ation

UW?' username
f | [sovn
[test@gmai.com | validatedm
active v log lecl
)
VLAN Pooal .
I15 I minutes v unlimited (]
MB ~
| M8 -
'

FIGURE 52— CREATE ACCOUNT
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Enter the following information:

» Automatic login: Check automatically login devices at this account
» Max devices: Enter 3

« Pre-Shared Key: Enter user7-12345678

Sessions (Hide)

Automatic login I automatically login devices as this account

Automatic provision (3 automatically add devices on the same network to this account

Max sessions 1 unlimited (]
Max devices IS [ unlimited D
Max party guests 0 unlimited D
Max sub accounts 0 unlimited [:]
Max dedicated IPs 0 maximum nury
Dedicated |Ps are static [:]L'.'c.:u.:'\.:.l NAT IPs are reserved for the account and remain static for the lifetime of ]
Vtas are static D

UPNP enabled (3 allow UPRP requests from devices in this account

Lock devices Dli\-u-"'llw-l";l\'- se devices for other accounts

Pre-Shared Key [USEF7-12345678 l remains the san|
Devices (Hide)

irrent or last known mac addresses
Name MAC Active Party
Create Another Device

f—

UleleE1-M Cancel

[ ——

FIGURE 53 — CREATE ACCOUNT (CONT’D)

Click Create to finish.

Repeat the process to create the other account.
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Step 9a — Check the New Accounts

The section Accounts shows the two new accounts.

Accounts
O Login =~ Group Time Quota Expiration Plan Balance Bill Devices
d users8 VLAN 15 unlimited never $0.00
Pool minutes
O user7 VLAN 15 unlimited never $0.00
Pool minutes

FIGURE 54 — TwWO NEW ACCOUNTS

Test Results

In the example, we used MacBook with account user8 to connect to WLAN vlan-pool. After authentication, it got
associated to VLAN 303, which is included in the VLAN pool, and received an IP address from the DHCP scope

=T OwiF
Wi-Fi TCPAP  DNS  WINS  BO21X Proxies Hardware
A The Wi-Fi network "vlan-pool” requires a Conflows v { Using GHGP 8
P WPA2 password.
IPvé Address: 30.0.0.14 Renew DHCP Lease
A 4 You can also access this Wi-Fi network by sharing the Subnet Mask: 256.255.265.252 DHCF Clent I0:
password from a nearby iPhone, iPad, or Mac which has A —— 0F roapiend)
connected to this network and has you in their contacts, o
Configure IPvE:  Automatically e
Password: | user8-12345678| ] Routar.
1Pub Addrass:
Show password
Prefix Length:
Remember this network
2 Cancal ok

FIGURE 55 — TEST USING A MACBOOK USING USER8

In the diagram below, two different devices connected using different accounts. As expected, they were
associated to VLAN 301 and VLAN 303 from the VLAN pool and received addresses from dedicated IP subnets.

Accounts
Login - Group Time Quota Expiration Plan Balance Bill Devices Parties VLANs
user7 VILAN 5 unlimited never $0.00 ae9eBabl23f8
minutes
user8 VILAN 5 unlimited never $0.00 larcelos-MBP
F minutes

FIGURE 56 — USER7 AND USER8 ARE CONNECTED
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Enter the client IP address and click Search at the top right menu to see details for the authenticated client.

(| |RWG

System
m CPU core temoerature averaae has exceeded 70 € (70.2 €Y.,

>

youeas

Account

Name: User Eight
Group: VLAN Pool
Quota: unlimited

Time: 15 minutes

Network

0231:09 PM PST

oint: H510-B
Yealm VAN Pool

Services

Webserver EgDcS Abusers

1P GROUP

DEF{)-\ULT o

PP

uckusdemosnet ‘ help jmblvsz sync issues 20230207 14.590-29-geS5f02a6a6 ‘ legout admin Iaooov.
Identities Palicies Billing Archives Instruments

Default

DEFAULT GROUP

VLAI\j Pool o

active

Webserver DDoS Prevention
300 hits
15 minutes

LOG HITS TRIGGER

Cache

WEE CACHE

Block Subnets

SUBNET FILTER

ACCOUNT GROUP

- 100%
VLAN Pool Policy 0 100 %
\-__.______./ per'Dévice
BANDWIDTH QUEUE
& PNC

FIGURE 57 — SEARCHING A DEVICE

Delete an Existing Device

If you try to authenticate with a device that is already associated to a different DPSK, the new authentication will
fail. To delete an existing device association, navigate to Identities/Accounts, look for the account with the
device in use, then click the device @ to bring up the list of devices for that account. Click Delete @in the device
entry. Do not click Delete at the top right, otherwise you will delete the entire account.

®
L]

Da not use this delete button, otherwise you will
delete the entire account

v

(Refresh [ Export " Import ™ Baich § Zoom , Search ) CreatoNew [

Devices for user?

O Updated Mame MAC Active Party Static IP BiNAT Hide from portal Device posture

C PM Qa t tr | t
1 Found

FIGURE 58 — DELETE A DEVICE

®
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DPSK Using PMS Integration

RWG can be integrated with the Property Management System (PMS)
guest databases of many large hotel chains, like Marriot, Hilton, and
Clarion. The table at the right shows all PMS platforms supported by
RWG.

A PMS Server entry needs to be created in RWG. Some of RWG's PMS
integrations import all the guests, while others act as proxy, populating
the RWG database with a new entry when a guest tries to authenticate.
For the integrations where all guests are imported, RWG can create
DPSKs automatically, using a combination of the guest’s last name, room
number, email, or any other field from the guest database.

MICROS FIAS is a PMS used by several hotel chains, and it is one of the
PMS's that supports importation of all guests. FIAS stands for Fidelio
Interface Application Specification. It is a hospitality standard developed
by MICROS and Oracle, which can be used by different kinds of PMSs to
exchange data.

The next sections will describe how to use MICROS FIAS with a simulated
PMS and database included with RWG, to create DPSKs and test guest
authentication.

Agilysys LMS
Clarity

Comtrol UHLL
Galaxy 2-Way HSIA
Hilton OnQ

Infor

InnQuest

Innsist

v MICROS FIAS

MICROS HTNG
Marriott

Mews

RG Nets

Resco

SMS Host MSIP

FIGURE 59 — SUPPORTED PMS PLATFORMS
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Step 1 - Create a PMS Server

Navigate to Billing/Gateways and click Create New under the section PMS Servers. Enter the following
information:

« Name: Enter the name for the PMS entry. Here, we used USS Enterprise

» Account sharing: Select per-Guest

 Interface: Select MICROS FIAS

o Transport protocol: Select IP

e Host: Enter 127.0.0.1

e Port: Enter 5010

« Timeout: Enter 30

You can keep the defaults for all other parameters.

Create PMS Server
i | Uss Enterprise |

Note

SN

Available Plans (Show)
Plans Behavior (Show)
Accounts Behavior (Hide)

Account sharing how an account is shared between registered guest

Automatic login fallback (3 look for an existing account via automatic login (MAC/cookie) when
Transactions Behavior (Show)
Subsequent Transactions Discount (Show)

Interface Specification (Hide)

Transport protocol P v [how the PMS is connected to the r'Wg

Host [ 127,001 |
Port [ 5010 |
Timeout [30 I

Web Service (Show)
Agilysys (Show)
Clarity (Show)
Comtrol (Show)

Infor (Show)

[e{=1=M Cancel

FIGURE 60 — CREATE PMS SERVER

Click Create to finish.
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Step 1a — Check the Results

The new PMS server entry is created, but the RWG database has not imported the guests yet, because the
MICROS FIAS server in RWG is not active yet.

PMS Servers <% Restart Interface [ Columns {JRefresh [ Export #% Batch)
Narme Interface Host Account sharing Usage Plans
u I
1 Founc |
Rooms 3 Columns () Refresh [ Export
Room A Guests VLANS Server Proper Infrastructure devices Switch
perty
f ]
Guests 4 Column
Updated Rooms Last First Titke Language Number No post Arrival Departure Checkin Checkout Accounts VLANS
0 Found

FIGURE 61 — NEW PMS SERVER

Step 2 — Activate the RWG FIAS Server

Start a SSH session to RWG, then enter the following command:

[marcelo@rwg-home ~]$|iui

ANNMTSGHDQVIAXMLXPJBDCFF <« this is the su password
HCPTFFGWQCPOGGMWZFSGOJUS

4 3000 8192 214 ANNMTSGHDQVIAXMLXPJBDCFF HCPTFFGWQCPOGGMWZFSGOJUS

FIGURE 62 — CoPY THE SU PASSWORD

The first line of characters is the su password. Elevate the session to su level using the following command, plus

the password obtained above:

[marcelo@rwg-home ~]$|su -
Password:
rwg-home#

FIGURE 63 — MOVE TO SU LEVEL
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Enter the following commands, followed by CTRL-D:

[marcelo@Qrwg-mm ~]$ cat > /etc/rc.local.hook

#!/bin/sh

/space/rxg/rxgd/debug/gen fias guest list > /space/guest list.csv

nohup /space/rxg/rxgd/debug/fias server.py -g /space/guest list.csv &

The first line opens the file named rc.local.hook, next you add three lines, and the CTRL-D writes the file and
closes it. After that, enter the following command to make the file executable:

[marcelo@rwg-mm ~]$ chmod +x /etc/rc.local.hook

Finally, enter the following command to create the database:

[marcelo@rwg-mm ~]$ sh /etc/rc.local.hook

[marcelo@rwg-mm ~]$ appending output to nohup.out

Return to the RWG Ul and click Refresh in the sections Rooms and Guests. You should see 79 entries for rooms
and 82 entries for guests.

Chape

Rooms i Columns | () Refresh |[@ Export #¥Batch § Zoom
a Room Guests V0LANS Server Property Infrastructure devices Switch Ports.
O 1018 |
O 1028
O no6 |
m] m {
O m
O m7
4 Columns | L1 Refresh | Export
Rooms Last First Title Language Number Arrival Checkin

FIGURE 64 — NEW ROOMS AND GUESTS
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Generate PMS DPSKs

Now let's create DPSKs that combine the guest’s last name and room number in any order, with or without a

space between them. For example, user Spock in room 111 will generate four DPSKs:

e Spock111
o 111Spock
e Spock 111
» 111 Spock

We will use the Custom Data Set and Custom Data Keys scaffolds to create the rules to generate the DPSKs.

Note: For the DPSKs generation to work, it is mandatory that a WLAN using Multiple PSK is already configured in
RWG. If you followed the two initial use cases in this slide deck, you already have the WLANs dpsk and vlan-pool
configured.

Step 3 — Create the Custom Data Set

Navigate to System/Portals and click Create New in the section Custom Data Set. Enter the following
information:

« Name: Enter a name for the custom data set.

« Note: Enter PMS in capital letters. This is not an optional entry.

Create Custom Data Sets

Name USS Enterprise DPSKs

Policies Select All | None | Reset
(Opefault (Jicx 7150-B [JVLAN 600 [JVLAN 700 [ Webserver DDo!

Note PMS

Attributes (Hide)

Keys no options

O EICN  Cancel

Click Create to finish.

FIGURE 65 — CREATE CUSTOM DATA SETS
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Step 4 — Create the First Custom Data Key

Navigate to System/Portals and click Create New in the section Custom Data Key. Enter the following
information:

« Dataset: Make sure USS Enterprise DPSKs is selected.
» Name: Enter pms_guest in lowercase.
« String: Enter name in lowercase.

Create Custom Data Key

Bt | USS Enterprise DPSKs

Note

Key (Hide)

Name lDTISgUSSt I

Value (Hide)

String Iname I

Text

Boolean [J

Decimal

Integer

Date

Time 12:00 AM [Q]

Date-time

FIGURE 66 — CREATE FIRST CUSTOM DATA KEY

Click Create to finish.
Note: The values entered at the string field can be found at the following URL:
https://{rwg-ip-address}/rdoc/PmsGuest.html
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Step 4a — Create the Second Custom Data Key

Navigate to System/Portals and click Create New in the section Custom Data Key. Enter the following
information:

- Dataset: Make sure USS Enterprise DPSKs is selected.
» Name: Enter pms_room in lowercase.
o String: Enter room in lowercase.

Create Custom Data Key

Dataset USS Enterprise DPSKs v
Note
V.

Key (Hide)

Name |pms_rc>om [
Value (Hide)

[foom [
Text
&

Boolean L

Decimal

Integer

Date

Time 12:00 AM ©
Date-time

FIGURE 67 — CREATE SECOND CUSTOM DATA KEY

Click Create to finish.

Step 5 — Check the Results and Restart the Interface

You should see one entry for Custom Data Set and two entries for Custom Data Keys.

Custom Data Set
Name A Policies Keys
a USS Enterprise DPSKs

1 Found

Custom Data Keys
Dataset Name Value Type
(W] S5 Enterpriss . pms_gues name
(] Enterprise DPSH pms_room

2 Found

FIGURE 68 — ONE DATA SET AND TWO DATA KEYS
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To generate the DPSKs based on the custom data set and data keys, you need to restart the PMS interface. Click
Restart Interface.

PMS Servers ‘A Columns () Refresh

(] Name Interface Host Account sharing Usage Plans
O USS Enterprise MICROS FIAS P 127.0015010 ser-Gues
1Found

FIGURE 69 — RESTARTING THE PMS INTERFACE

Step 6 — Check the DPSKs

Open a SSH session to your RWG instance and enter the following command:

[marcelo@rwg-home ~]$

Loading development environment (Rails 7.0.4)
[1] pry(main)>

FIGURE 70 — ENTERING THE RUBY ON RAILS CONSOLE

After a few moments, you will enter the Ruby on Rails console. Enter the following command to see the number
of DPSK entries created:

'[3] pry(main)>[PairwiseMasterKey.count]|
=> 339
[4] pry(main)>

FIGURE 71 — NUMBER OF DPSKS CREATED

Enter the following command to see the DPSKs, then hit the space bar until you start to see the DPSKs from the
PMS guest database. Enter g to stop the listing and exit to quit the Ruby on Rails console.

[2] pry(main)>[PairwiseMasterKey.all|

#<PairwiseMasterKey:0x000000080b805af8

. id: 1048579,
#<PairwiseMasterKey:0x000000080b805cE8 ssid: "vlan-pool®
id: 1048577, psk: [111 spock],
ssid: _"vlan-pool", account_id: ni
psk: ['1115pock" pms_room_id: 1,
ar:cuunt,l: nil, pms_guest_id: 1,
pms_room_id: 1, wlan_id: 486,
pms_guest_id: 1, created_by: "pmsdemuxd”,
wlan_id: 486, updated_by: "pmsdemuxd®,
created_by: “pmsdemuxd”, created_at: Tue, 14 Feb 2023 21:04:13.963360000 PST -08:00,
updated_by: “pmsdemuxd”, updated_at: Tue, 14 Feb 2023 21:04:13.963360000 PST -08:00,
created_at: Tue, 14 Feb 2023 21:04:13.927410000 PST -08:00, pmk: "VdTZTdYqFKTNzcKiY9a4510kLjTtszeN3RdhaMn3th=">,
updated_at: Tue, 14 Feb 2023 21:04:13.927410000 PST -08:00, #<PairwiseMasterKey:0x000000080b805a30
pmk: “uTTubCO2DyVZwqzwGFO1WDe+xyIRINNESgqdfTU7 jfg=">, id: 1048580,
#<Pairwi asterKey: Oxo 0080b805bcO ssid: "vlan-pool",
id: 1048578, psk: ['Spock111"

i,

ssid: “wlan-pool", account_id: n
psk: |"Spock 111"
account_1d: nil,

pms_room_id: 1,

pms_guest_id: 1,

wlan_id: 486,

created_by: "pmsdemuxd",

updated_by: "pmsdemuxd”,

created_at: Tue, 14 Feb 2023 21:04:13.945530000 PST -08:00,
updated_at: Tue, 14 Feb 2023 21:04:13.945530000 PST -08:00,
pmk: “"acagN1aIRTg/OWyE+yQquWtoubsosbCZdWFa+mG5Kwd=">,

FIGURE 72 — LISTING THE DPSKSs

47 Deployment Guide © 2023 CommScope Inc. All rights reserved.



»P RUCKUS

COMMSCOPE

Optional Step
You can create additional custom data sets and data keys to generate DPSKs using different patterns. The
following configurations show a new data set and two new data keys to generate DPSKs with the last name in

lowercase:

Update pms lower case

Name Lprns lower case J

Policies Select All | None | Reset

O pefault (J1cx 7150-8 (J VLAN 100 Policy (JVLAN 150 Policy (J VLA

Note PMS

Attributes (Hide)

Keys

Update pms_guest

Dataset pms lower case v

Select All | None | Reset
® pmis_guest B pms_room

Note lc

Key (Hide)

Name [pms _guest I
Value (Hide)

String | name I

Text

V7

Update pms_room

Note

&

Key (Hide)

Name Ipmsfroom |
Value (Hide)

[room |
Text
4

FIGURE 73 — DATA SET AND DATA KEYS TO GENERATE DPSKS WITH LAST NAME IN LOWERCASE
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Icis a function to generate a lower-case string. The other available functions are: uc (uppercase) and ucfirst (first
letter only is uppercase).

You need to restart the PMS interface after the new data set and data keys are created.

Using that configuration, the user Spock in room 111 will generate the following DPSKs: spock111, 111spock,
spock 111 and 111 spock.

Step 7 — Edit the RADIUS Realm

We will use the RADIUS realm for vlan-pool that we created in the section DPSK Using a VLAN Pool.

Navigate to Services/RADIUS, then click Edit in the entry Realm VLAN Pool.

RADIUS Server Realms 4 Columns ()Refresh [3 Export #¥Batch § Zoom 7 Help 4 Search © Create New
m} Name Rank Policies Attribute Patterns Sharing WVLANS Infrastructure Devices PMS Servers Create Account
] al AN L

FIGURE 74 — EDITING THE RADIUS REALM

Scroll down, then enter the following information:
« PMS Servers: check USS Enterprise.

« Create Account: check create accounts for new proxied authentications.

Proxy Servers (Hide)

RADIUS Servers no options remote RADIUS server to proxy authentication against
LDAP Domains no options Active Directory realm to authenticate against
PMS Servers Select All | None | Reset
USS Enterprise
PMS interface to proxy authentication via guest namefroom against

Proxy Options (Hide)

Proxy packets Accounting Authentication packet types to proxy
Proxy MAC auth O proxy MAC auth requests (authentication and accounting)
Replace username (O replace User-Narme attribute with account login before proxying
Create Account | & create accounts for new proxied authentications
Usage Plans Select All | Nene | Reset

[ Basic Plan

FIGURE 75 — ADDING THE PMS SERVER TO THE REALM

Click Update to finish.
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Test Results

In this example, we used a MacBook with the DPSK 1006Soong to connect:

-

The Wi-Fi network “vlan-pool” requires a
WPA2 password.

You can also access this Wi-Fi network by sharing the
password from a nearby iPhone, iPad, or Mac which has
connected to this network and has you in their contacts.

Password: 1006Soong

v Show password
v Remember this network

Cancel Join

#<PairwiseMasterKey:0x0000000812c34a28
id: 1052403,
ssid: "vlan-pool",
psk: "1006Soong",
account_id: nil,
pms_room_id: 149,
pms_guest_id: 156,
wlan_id: 136,

FIGURE 76 — CONNECTING USING A DPSK GENERATED FROM THE PMS GUEST DATABASE

Navigate to Identities/Accounts to see the authenticated users. You should see a new account created
automatically for any user authenticated with the DPSK generated from the PMS server guest database.

Note: When using DPSKs from a PMS server, the devices used by the account will only show if a billing plan is
added to the RADIUS realm. RWG’s billing plans will be covered in another document.
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RUCKUS solutions are part of CommScope’s comprehensive portfolio
for Enterprise environments (indoor and outdoor).

We encourage you to visit commscope.com to learn more about:

 RUCKUS Wi-Fi Access Points
e RUCKUS ICX switches

o SYSTIMAX and NETCONNECT: Structured cabling solutions
(copper and fiber)

o imVision: Automated Infrastructure Management
« Era and OneCell in-building cellular solutions

« Our extensive experience about supporting PoE and loT

Visit our website or contact your local RUCKUS representative for more information. ®
© 2023 CommScope, Inc. All rights reserved. RU c I(U S

All trademarks identified by ™ or © are trademarks or registered trademarks in the US and may be registered in other COMMSCOPE
countries. All product names, trademarks and registered trademarks are property of their respective owners.



http://www.ruckusnetworks.com/
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